
	2017 Top 10 Health Technology Hazards


	#
	Hazards
	Issues
	Possible Scorable Standards


	1. 
	Infusion errors
	Safety steps overlooked outcome can be deadly: Failure to check drip changer for unexpected flow, IV tubing, roller clamp not checked; infusion pump components not checked for signs of physical damage.

	IC, HR, LD, EC

	2. 
	Complex reusable cleaning  
	Contaminated Instruments: Cannulated drills, arthroscopic shavers and/or endoscopes; cleaning inadequate; use of contaminated medical instruments almost-used on patients; not paying attention to steps in the cleaning process, failure of precleaning. Staff needs detailed instructions with oversight ensuring consistent practice. Practice to follow policy 

	IC, HR, LD 

	3. 
	Missed ventilator alarms 
	Harm to the Patient: Alarm failures and fatigue: Challenges unique to ventilator alarms: data collection and analyses is challenging, thus difficult to note vulnerabilities; define strategies for identified problems.

	NPSG, PI, HR, LD

	4. 
	Respiratory depression   opioid-induced
	Undetected; hydromorphone, fentanyl, morphine drug-induced risks for respirator depression; at risks patients who get neuraxial and parenteral opioids: general care areas, M/S units, endoscopy, ASC, and hospitals.  Other risks: med error, pt. gets more medication than ordered; drug-drug interaction: pt. receives other drug(s) with sedating effects; predisposition to respiratory compromise, sleep apnea undiagnosed/diagnosed. Method(s) to provide for ongoing monitoring patients’ ventilation. 
 
	PC, MM, HR, LD, MS 

	5. 
	Heater cooler devices: Cardiothoracic surgery
	Infection risks: Cardiothoracic non-tuberculosis mycobacteria; suggested cause, aerosolized water airborne from exhaust vents of heater coolers. FDA recommendations: manage /prevent device contamination risks; minimize patient exposure to exhaust air from heater cooler which may have contaminated aerosolized water.

	IC, HR, EC 

	6. 
	Gaps: Software management 
	At risk: Manage alerts and updates on software. Delays in organization responses to alerts on safety; centralized repository for easy retrieval and up-to-date information; issues of poor management of software alerts/updates and affect on staff and patient safety or care: delay in implementing and identifying key updates,  interconnected systems or medical devices yielding downtime; stolen, lost, or inaccessible data can cause cybersecurity vulnerabilities to persist; issues to address: verify maintenance system can provide for systems and medical devices and keep it current and complete 

	IM, LD 

	7. 
	Hybrid ORs radiation hazards
	Occupational radiation risk: X-ray imaging systems built into operating suites at risk for unnecessary exposure to ionizing radiation; applicable precautions followed consistently; hybrid staff   less knowledgeable/less experienced on precautions than interventional radiology and radiology; specific radiation training for hybrid OR staff imperative due to long term exposure to radiation and risk for cancer. In addition, methods, tools, training to minimize radiation exposure.

	EC, HR , MS

	8. 
	Medication mishaps 
	Setups and user errors Automated Dispensing Cabinet(s): Near misses and med errors due to stocking and insufficient planning (i.e., wrong dose or drug in drawer, needed drugs not available and high-alert in unsecured areas); results in delayed care and adm of wrong drug concentration and wrong drugs. Planning: control mechanisms or locked drawers to restrict access to some medications, where to place medications in the drawer; availability of meds in specific care areas. 
	HR, MM, PI

	9. 
	Malfunctions and misuse surgical stapler
	Causes: Cleaning products/practice issues: tissue damage, intraoperative hemorrhage, dialed anastomoses, unexpected post-op bleeding, etc. Problems encountered: misapplied staples, tissue jammed in mechanism, unusual sounds when firing and difficulty or misfiring staples.  Users must know operation of the device and be alert to signs of malfunctions; select correct staple size for patient and tissue type
	EC, HR, IC, LD, MS 

	10. 
	Device failures 
	Cleaning practices/agents incompatible with material used in device construction or not appropriate for design can cause malfunction or premature failure. For example, cleaning agents incompatible and repeatedly used can result in breakage of device or degrade plastic damage on equipment surfaces. Cleaning practices not correct can degrade lubricants, damage seals, and cause fluid intrusion. It can result in damage to power supplies, motors, and electronics. Organizations stock multiple cleaning products for cleaning and staff should be familiar with specific device-cleaning methods. Failure to educate staff can lead to ineffective cleaning, premature equipment failures; and component breakage adding to a large financial burden. 
	EC, HR, LD, IC
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